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mercredi 24 septembre 2025 15:30

sudo nmap -sVC -p- -Pn 10.10.162.255 --open
Starting Nmap 7.95 ( https://nmap.org ) at 2025-09-24 15:18 CEST
Nmap scan report for 10.10.162.255
Host is up (0.046s latency).
Not shown: 65533 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT STATE SERVICE ~ VERSION
80/tcp open http Microsoft I1S httpd 10.0
| http-methods:
|_ Potentially risky methods: TRACE
| _http-server-header: Microsoft-115/10.0
|_http-title: 1IS Windows Server
3389/tcp open ms-wbt-server Microsoft Terminal Services
| rdp-ntim-info:
Target_Name: RETROWEB
NetBIOS_Domain_Name: RETROWEB
NetBIOS_Computer_Name: RETROWEB
DNS_Domain_Name: RetroWeb
DNS_Computer_Name: RetroWeb
Product_Version: 10.0.14393
_ System_Time: 2025-09-24T13:23:57+00:00
| _ssl-date: 2025-09-24T13:24:02+00:00; -13s from scanner time.
| ssl-cert: Subject: commonName=RetroWeb
| Not valid before: 2025-09-23T13:14:15
|_Not valid after: 2026-03-25T13:14:15
Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
| _clock-skew: mean: -13s, deviation: Os, median: -14s

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 347.00 seconds
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Idem avec rdp !!!
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Windows Certificate Dialog Elevation of Privilege Vulnerability

Released: Nov 12, 2019
A CNA:

CVE.org link:

Executive Summary

OK on remarque dans la corbeille qu'il y a un document :

ycle BinTools  Recycle Bin

T+ o Recycle Bin

# Quick access
M Deskiop
4 Downloads

=| Documents

hhupd

&= Pictures
B This PC

o Network

https://sotharo-meas.medium.com/cve-2019-1388-windows-privilege-escalation-through-
uac-22693fa23f5f

c'est le document vulnérable donc on peut penser que Wade a décidé de se débarrasser de ce
document apreés avoir lu la vulnérabilité.

On suit la doc de comment exploiter cette vulnérabilité :
On fait clic droit + ouvrir en tant qu'admin. Puis on clique sur "show information" :

User Account Control x

Do you want to allow this app to make
changes to your device?

HTML Help ActiveX Control

Verified publisher: Microsoft Corporation
File origin: Hard drive on this computer
Program location: "CA\Users\Wade\Desktop\hhupd.exe"

Show information about the publis ert

Hide details

To continue, enter an admin user name and password.

e Administrator

RETROWEB\Administrator

Yes No

Puis on clique sur Verisign :

& Microsoft Corporation *

General Detasis Cerlification Path

f4 Certificate Information

This certificate is intended for the following purpose(s):
* Ensures software came from software publsher
= Frotects software from alteration after publication

Tssued to:  Microsoft Corparation

<

Issued by: VeriSgn Commercal Software Publishers C&

Valid from 3 1999 to 4/16/2000
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How do you want to open this
website?

Use an app
Use the default browser

Always use this app to open
www.verisign.com

BON ¢a ne fonctionne pas donc j'ai vu qu'on pouvait utiliser un exploit spécialement fait pour ¢a :
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FreeRDP: 10.10.52.128
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Setting
Unknown
unknown
Unknown
Query fc
Unknown
Unknown
Unknown
Unknown
Unknown
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Unknown
unknown
UNkNown saov. o e ——
Unknown IID: {5340391F 0E79-3B15-COFF-EAC65DD0; 000002085A
Unknown IID: {03FB5C57 0534 45F5-A1F4-D39556983875} 000002085A
Unknown IID: {334D391F-0E79-3B15-C9FF-EAC65DDO7 L42‘ 000002085A
_Unknown IID: {2C258AE7-50DC-49FF-9D1D-2ECB9A52CDD7} 000002085A
*Unknown IID: r00000019 0000-0000-Cc000- 000000000040 000002085A74
Unknown IID: f4( 1E3961-E3E3-4296-AA86-ECO38D896E92} 000002085A743F10
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Result:
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